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CMMC 2.0 Scoping and Assessment Boundaries

Background and Overview

. Identify and Document FCI and CUI Data Flows

. Document, Diagram and Categorize Information System Assets
. Specify CMMC Level 1 Self-Assessment Scope

’ Specify CMMC Level 2 Assessment Scope

. Define System Boundaries

. Boundary Protection
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Overview — Determining What is “In Scope” for CMMC
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Consider the typical data lifecycle.
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‘ Identify FCI/CUI
‘ |dentify WHO

‘ Identify WHERE/HOW

Consider the people,
processes and technology.




‘ Identify FCI/CUI

Consider the people, processes and technology in the [llllllifecycle.

Identify and inventory all federal government data the company handles or plans to handle.

= Look at existing contract language, drawings/markings, and the NARA registry.

= |s DFARS 7012 with other CUI or Regulatory language in the contract?
= |s the data ITAR or other ECI?

= Are documents labeled CUI or Controlled Unclassified Information?
= |s information marked with “Distribution B-F?”

= Does data match the NARA Registry CTI, CIS, NNPI, UCNI?


https://www.archives.gov/cui/registry/category-list

‘ I dentify WHO Handles It

Consider the B, processes and technology in the data lifecycle.

Consider how, where and by whom data is processed, stored and transmitted & shared

= People - Employees, contractors, vendors, external service provider personnelland government

customers, DoD, Primes? Subs? Who is the data shared with?

= Technology - Servers, client computers, mobile devices, network appliances (e.g., firewalls, switches, APs, and
routers), VoIP devices, applications, virtual machines, and database systems &

= Facilities - Physical office locations, satellite offices, server rooms, datacenters, manufacturing plants, and

secured rooms and _

= External Service Providers (ESP) - External people, technology, or facilities that the organization uses,
including cloud service providers, co-located data centers, hosting providers, MSPs and MSSPs.




‘ I dentify WHERE/HOW What Assets

Consider the people, processes and technology'in the data lifecycle.

= Where/How: On which user devices, over what internal network segments and devices, or
across external networks, using what applications or services, websites, methods does the

company receive, generate, process, share, store, transmit, archive (backup) and dispose of
FCIl or CUI?

= Exostar? DoD Safe? Prime contractor drop-off? SFTP? File Shares? Email? HardCopy?

= How is FCI or CUI printed? On which printers?

= When is FCI or CUI stored in hardcopy/file cabinets?

= Where are they?

= Where does it go for final disposition? Shredder? Drive Destruction by IT?

= How does Telework/IRemote|Offices/Alternate Sites affect the DATA FLOW?



Sample Data Flow

Company A: GCC High CUI Flow Port 443 Unless Marked

Iy

~—p
Azure Government
USGov Virginia
Port4qa  “Aeerved/bend windows o Laptops »/ n \gs*os\\ CUI Entry/Exit
or offline - SMTP
or 443
code { INFORMATION ® \‘ (@} . .
activated PROTECTION lmispoof <]  webmail; POP
Discovery ‘ IMAP disabled
Duo Federal (MFA) Us?rname Passed ClaSSiﬁcation @
l -'I ey Marking/Labeling J
— b wl_~ Encryption ntiphish
e . Retention L
Alerts
! SRS ensmwty
NO CUI
° . .
vvvo | User Attributes A AvePoint backups enter/
M Gr;):;;h Backup Management Portal leave Company
emoership u 0 * (Azure Gov GCC High) A_ AZ G
) 0365 S ureGov
o Devices ..
= AAD Joined [i é u ‘ Q \ subscription
" Compliant A
= Application e
g DD Per App Policy D/ > e — Ins;‘r\xnans in,
= BI'OWSET TI.Sl.Z THREAT ?ROTEC'"ON Logs L. canfirmation out
TsnEiGTE Security Center G
Defender for Office 365
A Risk Detection Defender for Endpoints EDR Backups
Risky Login Threat and Vulnerability USGov Texas
Risky Session . Mgmt
Risky User \ Cloud App Security
Unified Auditing
Investigation Anme

Azure Log Sentinel AZURE_GOV
Analytics SIEM SUBSCRIPTION




‘ Sample Data Flow
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Identify and Inventory all assets.

Data Hardware  Software Tglrrcc)ivlizaerrty
Inventory  Inventory  Inventory LAl

Include Include'OS
Corporate Firmware w/version
Data External
Providers

Applications

Servers,
Workstations

Browsers

Mobile
Devices

Network gear

Office apps
MSP/MSSP

Antivirus

Don’t forget these assets!

) All the people that use
or access the hardware,
software, and facilities

) All the physical facilities
that house all the rest




There are 5§ CMMC 2.0 Asset Categories
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process, store,
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Security
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* Provide security
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the CMMC
assessment
scope/ boundary.

* May or may not
handle CUI.

* May or may not
be on same
physicall logical
segment as CUI
assets.
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. SIEMSOC
Network Admins
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connect to other
systems such as
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Assessed agalnst

— ~ Specialized

Assets

\

v" Include in Asset inventory lists

v" Include in network diagram
v" Include in SSP

v" Include description of how asset is
protected through technical or
procedural controls
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110 NIST 800-171
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‘ FCI Scope CAN be Different from CUl Scope

CMMC Level 1
Scope
Self-Assessment

Does Enterprise or
HQ handle FCI?

CUI Zone,

Enclave,
Host Unit

FCI Information
is not marked as public or for public release.

Minimum cybersecurity requirements in a
non-federal information system:

Basic Safeguarding Clause 48 CFR 52.204-21.

CUI Information

that is marked or identified as
requiring protection under the
CUI program.

Minimum security
requirements in a non-federal
information system: NIST SP

800-171.

CMMC Level 2
Scope
C3PAO

Can you “Skinny
the CUI Scope?”

CUI Zone,
Enclave,

Host Unit
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What are Boundaries?

Assessment
Boundary

External

Information
System (or
component)

Boundary &
Boundary
Protection

Defines the in-scope assets and external service providers against which an assessor will evaluate conformity with applicable
CMMC practices. This is the boundary for which a CMMC certificate will be applied.

An “Information System” in this context is the collection of assets that are combined and documented in a system security
plan (SSP) that describes the assets, data flow , network, internal and external boundaries and connections to external
systems outside of those boundaries. (SSP is required for CMMC Level 2 and 3)

A system or component of a system that is outside of the authorization boundary established by the organization and for
which the organization typically has no direct control over the application of required security controls or the assessment of

security control effectiveness.

May be IN SCOPE for CMMC.
Ex: External SOC or SIEM solutions are now “Security Protection Assets” even if they do not process, store or transmit CUI.
Cloud services must be FedRAMP or FedRAMP-equivalent.

Physical or logical perimeter of a system.

NIST 3.13.1: Monitor, control, and protect organizational communications (i.e., information transmitted or received by
organizational information systems) at the external boundaries and key internal boundaries of information systems
(purpose: to prevent and detect malicious and other unauthorized communications using boundary protection devices.)

Managed interfaces include gateways, routers, firewalls, guards, network-based malicious code analysis, virtualization
systems, or encrypted tunnels implemented within a security architecture.
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Cloud: Internal and External Boundaries
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Assessment Scope and Assessment Boundary Recap

0 We have determined what is being protected and which NIST 800-171 practices are required. (data and
asset inventories)

U We have and can draw an invisible circle around all the assets, services, network segments, devices,
applications, external providers, etc. that are part of the system “handling” the CUI. (assessment
boundary)

Be sure to document who is responsible
for which controls in a
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Boundary Protection
DEFENSE IN DEPTH

Application and data security

Timely patching, encrypting sensitive
data etc.

Host security

Timely patching of AV, restricting unwanted
services, dynamic whitelisting , write and read
protection

Network Security (corporate +ICS)

Firewall, sandboxing , IDS/IPS, VPNs
monitoring and alerting

Physical Security

ID Cards, CCTV, fences etc

Policy and procedures

Risk management, incident response management,
supply chain management, audit and assessment,
training and awareness




Questions?

Contact:
carly.logan@grayanalytics.com
https://www.linkedin.com/in/carlene-logan/
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